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LOPA (Layer of Protection Analysis) is a simplified risk assessment method that is uniquely useful for determining how
“strong” SIF (Safety Instrumented Function — “interlock”) should be designed. LOPA is a semi-quantitative tool which is
readily applied after the Process Hazard Analysis (PHA) — for example, HAZOP — and before Fault Tree
Analysis/Quantitative Risk Assessment if needed. In most cases, the SIF’s Safety Integrity Level requirements can be
determined by LOPA without using the more time-consuming tool of Fault Tree Analysis or Quantitative Risk
Assessment. The problem of classical LOPA approach is that it takes into consideration only one hazard scenario at a
time. However a SIF may exist in several hazard scenarios, so in practice there is a need for a cumulative LOPA method
where we can take into account all hazard scenarios in LOPA calculation which have identical SIF as a Safety
Instrumented Independent Protection Layer. We lay down the mathematics of cumulative LOPA, and developed software
called Tool4S which uses this mathematics. The article shows some example of the SW application.
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Introduction

In the 1990s, companies and industrial groups developed
standards to design, build, and maintain, that time
called, ESD system focusing only the PLC part of the
system. The PLC, in safety application, was classified
according the German Standards [1-7]. The first general
safety standard, the IEC 61508 1-7 [8], was issued in
1998, which in this topic dramatically changed the
safety thinking both in general and industrial segment
specific. In 2004 was published the IEC 61511 1-3,
process industry sector safety standard [9], which is
valid for Chemical, Petrochemical, Oil and Gas Industry.
This standard firstly introduced the principle of Safety
Instrumented Systems (SIS) and Safety Instrumented
Function (SIF).

A key input for the tools and techniques required to
implement these standards was the required Probability of
Failure on Demand (PFD) for each Safety Instrumented
Function (SIF). Process Hazard Analysis (PHA) teams
and project teams struggled to determine the required
Safety Integrity Level (SIL) for the SIFs (“interlocks™).

Within these techniques, the concept of layers of
protection analysis (LOPA) — an approach to analyze the
number of layers needed to protect the process against
the unwanted consequences of the Hazards — was first
published by the Center for Chemical Process Safety
(CCPS) in the 1993 book Guidelines for Safe Automation
of Chemical Processes [12]. From those concepts,
several companies developed internal procedures for

Layer of Protection Analysis (LOPA) [13], and in 2001
CCPS published a book describing LOPA [12]. This
paper briefly describes the LOPA process, and discusses
experience in implementing the technique.

Procedure of SIL calculation

Based on the Safety Life Cycle, it is necessary to get
convinced that the existing / designed SIS is appropriate
for the particular process from the viewpoint of safety
(pre-validation, validation). How does one get convince
about it? Based on the IEC-61511 standard, one should
perform the following steps:

e Hazard and Risk analysis

e [PL allocation and SIL calculation of SIFs

e Safety Requirement Documentation

The following figure shows this procedure (see Fig. 7).

What is LOPA?

Both in the IEC 61508 and IEC 61511, LOPA is
mentioned as one of the methods, which gives
possibility of calculation the required SIL value of SIF.

LOPA [14, 15] is a semi-quantitative risk analysis
technique that is applied following a qualitative hazard
identification tool such as HAZOP.
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Figure 1: Method of SIL calculation

We describe LOPA as a semi-quantitative method
because even if the technique does use numbers and
generates a numerical risk estimation, the input numbers
are approximate estimates, their accuracy is about at the
order-of-magnitude level; and the result is intended to
be conservative (overestimating the risk). But even if
the LOPA is semi-quantitative, the estimated risk is
usually adequate to understand the required SIL for the
SIFs. If a more complete understanding of the risk is
required, more rigorous quantitative techniques such as
fault tree analysis or quantitative risk analysis may be
required.

The main goal of LOPA to evaluate the risk of
selected hazardous scenarios. Practically, the LOPA is
used to determine that the identified (existing and/or
proposed) protection layers are “strong” enough or not.
I.e. the LOPA is used to make risk avoiding (protection
and preventive) decisions.

LOPA starts with an undesired consequence —
usually, an event with environmental, health, safety,
business, or economic impact. The severity of the
consequence is estimated using appropriate techniques,
which may range from simple “look up” tables to
sophisticated consequence modelling software tools.

A consequence always has one or more initiating
events (causes). Each cause-consequence pair is called
as scenario, and the LOPA focuses on one scenario at a
time. The frequency of the initiating event is also
estimated (usually from look-up tables or historical data).

After identifying all causes and consequences, the
possible safeguards (protections layers) are evaluated
for two keys characteristics:

e [s the safeguard enough effective in preventing

the scenario from reaching the consequence?

e AND, is the safeguard independent of the

initiating event and the other IPLs (Independent
Protection Layers)?

If the safeguard meets both of these criteria, it is an
Independent Protection Layer (IPL).

LOPA estimates the likelihood of the undesired
consequence by multiplying the frequency of the
initiating event by the product of the probability of
failure on demand (PFD) of applicable IPLs:

Fmit = F;nitiating : Hj PFD] '

PFD gives the probability that the given IPL cannot
prevent against the scenario to reach the unwanted
consequence. The smaller that value, the better the IPL.

The estimated likelihood of the undesired
consequence is called as “mitigated consequence
frequency” because the frequency is mitigated by the
independent protection layers. That value should be
compared to the company criteria for tolerable risk for
the particular consequence severity. If additional risk
reduction is needed, more IPLs must be added to the

design.
The estimated likelihood of the undesired
consequence is called as “mitigated consequence

frequency” because the frequency is mitigated by the
independent protection layers. That value should be
compared to the company criteria for tolerable risk for
the particular consequence severity. If additional risk
reduction is needed, more IPLs must be added to the
design.

Fig. 2 shows a simple diagram to illustrate how the
probability of occurrence of the unwanted consequence
decreases by using IPLs.
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Consequence
occur

Figure 2: LOPA method

Why is LOPA?

The suggested methods in the IEC 61508 and IEC
61511 which gives possibility of calculation the target
SIL value of SIF are split into three groups:
e Qualitative, like risk matrix, risk graph
e Semi quantitative, like LOPA
e Quantitative, like Failure Mode and Effect
Analysis (FMEA) or MARKOV modelling



The qualitative methods are simply, inaccurate and
too subjective, that is why they are not widely applied in
the practice. On the other hand, the quantitative methods
are just too complex and slow for practical usage. That
is why the semi-quantitative methods, LOPA seems to
be a good compromise.

However while the LOPA is semi-quantitative, we
have some argument why using of LOPA is preferable:

e [t is not as subjective as the qualitative methods.

e It needs Company Target Risk Matrix, so it
increases the safety culture of the given company
as the company needs to build up the Functional
Safety Quality Manual.

e [OPA is the only method that is able to take into
consideration the non-instrumented protection
layers.

e LOPA gives the possibility of discovering all
non-instrumented protection layers.

e [OPA gives the possibility of building up the
most cost effective protection system including
instrumented and non instrumented protection
layers.

General method of LOPA

The LOPA main objectives are the following [16]:

e Identify the non instrumented safety protection
layers.

e Allocate the safety functions to the protection
layers.

e Determine if one or more safety instrumented
functions (SIF) are required to achieve the target
risk reduction.

e Determine for each SIF, if required, the safety
integrity level (SIL).

Main steps of LOPA are the following:

e Develop each impact event scenario based on
HAZOP.

e Evaluate the severity consequences for human,
business and environment of the impact event
scenario.

e Set the impact event scenario target likelihoods
after mitigation, to meet the Company’s
Functional Safety Quality Management (FSQM)
Target Safety matrix for human, business and
environment.

e Identify and set the initiating event(s) and related
enabling factors.

e (alculate the enabled initiating event(s) likelihood.

e Add independent protection layers (IPL) to
mitigate the impact event scenario.

e Set the probability of failure on demand (PFD)
values of IPLs.

e Set the impact event scenario mitigation credit
factors.

e C(Calculate the likelihood of the impact event
scenario after mitigation; and check if the
likelihoods meet the company’s target safety
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matrix. If one or more target likelihoods are not
met, go back to beginning.

e If all the target likelihoods are met, assess the
next impact event scenario (see also Fig. 1).

Problems with the simple LOPA method

The fundament of the LOPA calculation is the tolerable
risk criteria. The typical risk criteria give the tolerable
risk for a person, for a plant, etc. During the LOPA, one
always compares the mitigated risk to the tolerable risk.
If the mitigated risk is lower than the tolerable risk or at
least it is “low as is reasonably practicable” there is no
need for other protection layers. If not, there is a need
for new protection layers and/or other risk reduction
methods (see the “Main steps of LOPA” in the previous
chapter).

The tolerable risk categories are always set up by the
given Company and they must be involved in the
Company Safety Policy. As the corporate criteria
determine the tolerable risk values, practically the LOPA
focuses on the calculation of the mitigated risk for the
goal to determine the necessary risk reduction factor.
However because the tolerable risk is based on a unit
such as person, it is not enough to calculate the mitigated
risk for every scenario and compare them to the tolerable
risk value(s). This so-called “per scenario” method has
the disadvantage that it cannot take into consideration
that a hazard may contain several scenarios with the
same consequence and same protection layer (a SIF, for
example). In this cases, instead of “per scenario” method,
one should use the “cumulative” risk calculation method.

Cumulative LOPA method

Because of the problems of “per scenario” method, we
suggested here the “cumulative” method which can take
into consideration all hazard scenario which is protected
by the same SIF.

Let see an example about the difference between the
“per scenario” and the “cumulative” method. Let assume
that the hazard is high pressure of a vessel and there are
two possible initial events:

e The pressure control fails. The frequency is F.

o The downstream line is blocked. The frequency

is F 2.

Let us assume that the consequence is vessel rupture
in both cases. Also let assume that there is an
independent high pressure trip, i.e. a SIF which can
protect against the high pressure in both cases, and there
is no any other IPL.

If the “per scenario” method used, one will calculate
in the following way: The necessary risk reduction
factor (target risk reduction factor) for the first scenario
is: RRF;, = F; / F,,;, where the F,, is the tolerable
frequency for the given consequence based on the
Company Safety Policy. The target risk reduction factor
for the second scenario is: RRF, = F, / F,;. The final
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target RRF for the SIF is the higher RRF value. E.g. if
RRF, > RRF;, the final RRF will be:
RRF per—scenario = RRF‘Z .

In contrast, the “cumulative” method adds up all the
RREF values, so the target RRF for the SIF will be:

RRFcumu/ative = RRE + RRFZ

This is higher value than the result of “per scenario”
method.

That above mentioned difference is important
because the IEC-61511-3 suggests calculating the total
risk: “The last step is to add up all the mitigated event
likelihood for serious and extensive impact events that
present the same hazard”. It means that the standard
suggests the cumulative LOPA instead of the per-
scenario LOPA.

The difference between the results of the two LOPA
techniques may be very high when the given SIF can be
found in several scenarios as IPL. This difference is
usually much more than the uncertainty of the LOPA
method, so the neglect of cumulative LOPA may lead to
totally wrong SIL calculation.

In the next chapter, we will show how the
cumulative LOPA is implemented in our Tool4S software
tool.

Cumulative LOPA method SW: the Tool4S

There are several software tools for making HAZOP
and LOPA, but our experience has showed that most of
them only can calculate the RRF value for a scenario
(per scenario method) but do not accumulate them. So it
is the task of the user.

Our experience has showed that a SIF can occur in
several hazards in the process industry. If a user uses
software which does not support the cumulative LOPA
method, finally he/she will make mistakes or try to
forget the cumulative LOPA method just because it is
too tiresome.

Hence, we built the cumulative LOPA into our
Tool4S software making the calculation automatic. In
the following, it will be presented how the cumulative
LOPA is realised in our software.

The calculation is based on the ‘“non-mitigated
frequencies” matrix for causes and the “tolerable
frequencies” matrix of the given company. The non-
mitigated frequencies matrix can contain one or more
pre-defined likelihood values for the initial events
(causes). Fig. 3 illustrates an example. It is the user task
to define this values, he/she can easily add or remove
items to/from the matrix. Certainly it is not necessary to
use this matrix for every case; the user can give a
unique frequency value for every initial event if the pre-
defined values do not fit to the given case.

Nan mitigated
frequences for
causes

|7 OB |5 O Q|

Yalue Code Name
1 1 Hegighle
10 1 Unlkely
109 3 ossble
13 < likely
: 5 frequent

Description
ot 0 be exgected in the Iz eyce o e equipmert.
Could e ocearrsdin the Ife cyle ofths equipment
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Could e occurrad many times in & year i the given place.

Figure 3: Definition of non-mitigated frequency matrix
of causes

The tolerable frequencies are also user defined. The
user can define the number of consequence types (the
default is three: for human, for business and for
environment), the possible severity categories, and the
specific tolerable frequencies for each severity. Fig. 4
shows an example.

Tolerable frequences |T 0 BF |8 O OB
Group Value Code Name Description
personl ) A Lightinjury Weeds first 2d, medicel treatrrent, Shot work interrupticn,
onsecuenct o0 B Heavyinjury (acddentiand  Total recovering is possiole, Long wark interruption.
healty damage
0001 C Serious injury (accidert) anc Mot recovzrable, total recovery not possible, but no e loss,
healty damage
£.00001 D Fatal or group aceicknt Fate azcidert of ane 3erson or serious aceident of greup.
£.000000:, E Fatal accident of many person  Morz than ore fatel azcident, disester,
foomic (1 A Margna loss Stop of & smal plant “or 2 few days, loss of 1 - 10 theusanc euro
consecuerce 01 B Signficentloss Stop of a medium plant far a few days, loss of 10 - 100 thousand garo.
[R5 C Serioushoss Stop of a bigger plant fo- afew daye, loss of 0.1 - 1 millan gurp.
£.0001 D Veryserious bss Quality ard quantity problem i1 the company service, loss of 1 - -0
rillon e,
C.00001 E Catastrophic [235 scandalous trocble in fuel supply in he country, luss more than 11
rillon e,
Environmental (1 A Margna impact Local enviranment impact, Less than are day flering.
consecuerce (01 B Signficentimpact Significan: environment mpac, emission abeve the imit (e.g. 425
farng,,
[ C  Serious (Jozali impact Inside envircment damage, Limitec emission of texic material =

Figure 4: Definition of tolerable frequency matrix

Every pre-defined non-mitigated frequency and
tolerable frequency value has a code. The user can
easily do the risk ranking by only selecting the
appropriate code; Fig. 5 shows an example.

QTRM x

R

Non mitigated frequence:

Manual value
Tolerable frequences

LE-05 - C - Extensive
Injury of several persons, high chance of fatality

Personal consequence:

0.0001 - C - Extensive
About 5 M suro sconomic loss

Economic consequence:

© _ . No consequence

Environmental consequence:
Mo consequence

limited emission of toxic material

T A - Minor J
abaut 0.1 M euro econamic lass

T B - Serious
About 1 M euro economic loss

¢ - Extensive
About 5 M euro economic loss

Cop - Catastrophic
More than 5 M euro economic loss

Figure 5: Example for risk ranking

The risk ranking must be done for every cause-
consequence pair, but if the consequence is the same for
more causes, the software will copy the consequence
ranking information to save manual work.

The main concept in the software is that every SIF
has a unique tag name and own SRS (Safety Requirement
Specification). When a SIF is added into the HAZOP,
the software automatically collect every scenario in
which the SIF can be found, and calculates the
cumulative RRF. The following figure (Fig. 6) shows an
example from the software:
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1.23-41.2
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Figure 6: Example for result of a cumulative LOPA

In the followings, the algorithm of cumulative
LOPA will be presented as it is realised in the Tool4S
software.

Cumulative LOPA algorithm

First step

In the first step, the software takes the frequency of the
cause. This is called as non-mitigated frequency. The
software takes the cause frequency category and looks
for the non-mitigated frequency value from the QTRM
(Qualitative Tolerable Risk Matrix). The attributes of
non-mitigated frequency:

Slgn : Fnon-mit
Name : Non-mitigated frequency
Unit : 1/year

Range : Real number, 0 < F,,,,_.i:

Second step
The software takes the severity categories of the
consequence, and look for the tolerable frequency value
from the QTRM. In the QTRM, there are tables which
inform about the tolerable frequency of different types
of consequences. Typically there are three types of
consequences:

e Human

e Business

e Environment

In the followings, we assume that these three
consequence types are used. The attributes of tolerable
frequencies:

Slgn : F'n})‘l“ma“ , E}:]L‘SiﬂeSS , th z;lvimnmem

Name : Tolerable frequency (target frequency to be
reached)

Unit : 1/year

Range : Real number, 0 < F;

tol

Third step
The software calculates the Scenario Risk Reduction
Factor (without SIF) based on the PFD wvalues of
safeguards. The PFD values are manually given by the
user in the HAZOP (Fig. 7 illustrates an example). The
attributes of PFD:

Sign : PFD

Name : Probability of Failure on Demand

Unit -

Range : Real number, 0 < PFD <1
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The attributes of scenario risk reduction factor:

Sign : RRF.,

Name : Scenario Risk Reduction Factor (without
SIF)

Unit : -

Range : Integer, 0 < RRF,,

The calculation of scenario risk reduction factor is:

RRF = lnt up (Fmit /F;ol )

scen

where int,, is an integer round up function (“ceil
function”), and the F,,; and F,,;, are calculated as:

F

” — mln(F people Fbusiness Fenvironmem )

tol >~ tol >~ tol
Fmit = Ewnfmit : I |]PFD/

where j is a running index for the safeguards in the given
Hazard scenario.

53 52 ¢8| New STF SRS of o | FF 4 BF B & & |E#

Safequard

-

1.1.1 ~ Exists

FI-107 low alarm

Notes:
Total flow

Type: |Critica| Alarms and Hurman Intervention ;l PFD:

1.1.2 ~ Exists
SIF:

3. SIF_03
Low HZ feed flow (FZLL-003) trip:
Close the R-101 HC inlet valve {SW-002)

Notes:

Type: I SIF ;I

Figure 7: Edit safeguards in Tool4S SW

Fourth step
Finally the software calculates the cumulative target risk
reduction factor and SIL value. Both values are calculated
automatically for a given SIF based on all referenced
Hazard scenarios (see Fig. 6). The attributes of target
risk reduction factor:

Symbol: RRF,,,

Name : Target Risk Reduction Factor
Unit -
Range : Integer, 0 < RRF,,

The calculation of cumulative target risk reduction
factor:

RRF,, =int [Z (F it Fn )J

where i is running index for Hazard Scenarios in which
the given SIF can be found as safeguard.
The attributes of Target SIL:

Sign : SIL,,
Name : Target Safety Integrity Level
Unit -

Range : Integer
The calculation method of Target SIL:
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SILz‘ur = ll'lt down (loglo (RRF ))

tar

where intyyy, is an integer round down function (“floor
function”).

Conclusions

In this article, we evaluated the existing methods which
calculate the SIL value of SIFs within a HAZOP study
using LOPA method. We has analysed the traditional
LOPA method called “per scenario” in which only one
scenario/SIF is taken into consideration. We showed
that the result of this calculation is far away from to be
considered as correct.

We suggested and analysed the “cumulative LOPA
method” that takes into consideration all Hazard scenario
which contain the same SIF as an independent protection
layer.

This method has only one disadvantage that it is not
easy to realise manually. That is why we developed our
TooldS HAZOP/LOPA study program, which
automatically calculates the result of the cumulative
LOPA method.

The Tool4S SW overcomes the problem of manual
and very slow calculation, where the result is not always
correct, mainly in case when the technology is difficult.

The Tool4S was tested over more than 100 HAZOP
and LOPA study and proved that is fast, correct with
high reliability.
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